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Self-motivated, independent, committed and dedicated individual experienced in Network Security, Security Assessments, Review and training, Audits and Penetration Testing, Network Forensic, Network Design, Wireless, System Engineering and (hands on) Project Management. I am excellent in analytical, interpersonal, leadership and communication skills, including facilitation, consultation, negotiation and persuasion. Effective ability to motivate, coach, counsel and train staff.  

Skills Profile:

Qualifications:

Certified in Checkpoint, Netscreen, Cisco PIX, Unix/Linux Security. For networking I am certified in Cisco, Network Management with Optivity/HP Openview and Microsoft as well as Novell trained. Along with over twelve years of practical technical experience in the following industries: Banking, Retail, Customer Service Center, Wireless ISP, Educational and Financial Institutions, Production Operations and Consulting.

Expertise:

In-depth knowledge of security assessments, penetration testing, network forensics, biometrics and smart card technology, authentication techniques, contingency planning (including disaster recovery and business continuity methodology), cryptography, intrusion detection and network access controls. Configure and Secure Firewalls, Proxies, Routers and Switches. Developed and design Security Policies, Procedures, Processes, and training and awareness programs.  Manage and design Wireless Network, Services and Security.  Developed technical architecture standards and complete end-to-end Security strategy. Primary source of technical and strategic expertise over a significant portion of functional area.  Skilled in LAN/WAN design and implementation, internetworked multiple protocols and operating systems. Excellent knowledge of Risk management frameworks and Security best practice guidelines and standards, including (ISO 17799, HIPAA, COBIT, OCTAVE, FISCAM).Certification and Accreditation services (NIST 800). Managed automated application deployment and system customization. System management and administration, SOW, ROI documents and Budgeting planning. Experienced in Network Performance Evaluation, along with analytical, troubleshooting and communication skills. Extensive knowledge of business unit’s functions, business process, issues and applies appropriate IT standards and solution.
Abilities:

Manage Security, Access Methods, Network and wireless design and implementation for Network of over 250,000 wireless customers in business functions. Foresee departmental staffing needs and actively participates in resource efforts. Defined the enterprise wide strategy for information Security and Business Continuity protecting the information assets of this organization and its subscribers /clients. Lead the central security team and associated business security managers in the implementation of policies, standards, procedure and processes. Natural motivator in ensuring that staffs at every level understand the need for a comprehensive IT security strategy, constantly increasing the security awareness and educate others on security issues within the organization. Organize technical interchange meetings to address issues needing attention by project team members and customer representatives, as well as activities with customer site, configuration management, and Network Operations. Create comprehensive plans for design and implementation of project for departments and functional level. Provide technical assistance to the sales force and accompany account executives on sales calls and presentations on new technologies. 

Ability to communicate with customers about technical issues in non-technical terms. Departmental forecasting,   strategic initiatives, budgeting and variance reporting.

Coordinate staff and resources to ensure that all objectives of the project are met.

Project management of several projects.

Interpersonal Skills:

Foster and cultivate a team commitment to meeting all technical performance goals.

Computer Skills: Present, demonstrate, command and knowledge of the following:                                                      





Programming Language:
Perl Script, HTML, Javascript, ActiveX, XML and NT Shell.
Operating System:
MS-Dos, Novell Netware 6.5, Microsoft Windows 9X, Windows 2000, 2003 Server/Advanced Server/Professional, XP, Linux, Sun, OS 2.8, 2.9, 2.10, Cisco IOS, Redback AOS, Juniper Juno’s.
Protocols/Technologies:
IP, IPX/SPX, TCP/UDP, Net Beui, Bootp, FTP, HTTP, DNS, LDAP, SMTP, POP3, NFS, ARP, RARP, ICMP, WWW, SMB, NTP, SNMP
RIP1/II, IGRP, EIGRP, OSPF, IS-IS, BGP, MPLS, VRRPE, VRRP, NSRP, HSRP, VLAN, IGMPV2.
Ethernet, Fiber, Token Ring, Biometrics, ATM, IPSec, VPN, Cryptography, Voice Over IP/Frame-Relay/ATM, IPTV and Cisco Content Delivery
PPP, PPTP, HDLC, L2TP, PSTN, DSL, SDSL, ISDN, T1, T3,

Software:
Netscreen, NS Global Pro, Checkpoint NG/AI, Cyber cop, Nessus, Satan, Cyberus, Saint, Nmap, Netcat, Snort, Real Secure, NFR, Airmagnet, Sniffer Wireless, Netstumber, Wild Packets, Sniffer Pro, Ethereal, Lan Decoder, Netdetector, NetVCR, U.areU’fingerprint security system, Websence, Finjan, Webshield, Webtrends, WebMarshall, Backup Exec, Legato, and Veritas Clustering, SMS installer, Visio, Norton, Mcafee, Diskeeper, Outlook, Real Secure, Bind View, Tripwire, MS Office Suite, Back  Office  ( Exchange 2002.2003 SMS , SQL, Proxy server, 11S), SNA Server, Adobe, Flash, Fireworks and Dreamweaver, Terminal Server, Ghost, PC Anywhere, Arc Serve, HP Open View,Cisco Works, CWSE, Exceed, Unicenter TNG, Netcool, Remedy, footprints, Blue Ocean Track-it ticketing software, SAN, Citrix.Apache on Solaris and Linux


Market Data Services (Tibco and Reuters)

PROFESSIONAL EXPERIENCE

Micros-To-Mainframes (MTM)



06/03-Present

Sr. Security/Network Consultant

Comprehensive  Scope of Work (SOW), Return on Investment (ROI), Project Management, Data and Network Security Strategy, design, pilot and implementation. 

Security Assessment and audits, security  policy  review and development, Authentication, secure Client Access, Password Manangement, Firewalls, Intrusion Detection and Protection, Virtual private Networks – including Web VPN, Anti-Virus, Anti-Spam, Content filtering and Management solution, Wireless Security, Contingency Planning (including disaster recovery and business continuity methodology), effective Safeguards and Countermeasures, Security Management and Monitoring  Design and implementation for our clients. Developed, Coordinate and maintained Information Security training and Awareness Programs

Configure, Install and Troubleshoot Checkpoint Firewall NG/AI on Solaris, Windows and Nokia Appliances IP 1260, 740, 380. Provider -1/SiteManager-1, Nokia Horizon Manager, Web based SSL access appliance –Connectra, IDS- Interspect, and VPN-1 Secure Client

Installed, Configure and Troubleshoot Pix Firewall appliance –PIX 535, 525, 515E, 501 and several upgrades to software version 7.0 from 6.3

Install, Configure and Troubleshoot Cisco Security Agents with VMS Server 2.x, Cisco VPN Concentrators- 300x series, IDS appliance –4215 and IPS sensors, SAN Switches MDS 9500, 9200, 9100 and 9000 series. Cisco Routers and Switches 

Install Configure and Troubleshoot Juniper Networks Netscreen 5400, 5200, 208/204, 25/50, and 5.x series. Netscreen Remote client, Hardware Client, Security Client and Manager, SSL VPN and IDP

Wireless Design, Survey, Installed, Configured and Troubleshoot Cisco Aironet AP – 1300, 1230, 1200, 1100 and 350 Series, Cisco Works WLSE and Antennas, IP Phones 7900 series and Spectral Phones,

Integrated Switches 3200 and Cat 6500 series, Bluesocket Appliances, Cisco ACS Server

Install, Configure, and Troubleshoot Symantec Enterprise firewall, Gateway Security 5400, 400 and Clientless VPN Gateway and Security, Antivirus Enterprise, Mail security for SMTP appliance, Enterprise Security and Event Manager, and NetRecon   

Install, Configure and Troubleshoot Sonic Wall Firewalls – Pro 5060, 4060, 3060 and 2040

Configured, Installed and Troubleshoot web filtering applications- websence, mail marshal for SMTP, web marshal, N2H2, Pest Patrol and Border Manager, BlueCoat, ISA server on Windows and Packeteer/ sniffer Pro application for baselining and traffic shaping.

Installed, Configure and Troubleshoot E-Trust Suite, E-Cora, Nessus and LanGuard applications/software

Design and Implement Win 2003 AD, RSA SecureID, Smart Cards and USB Token and Digital Certificates. OS Hardening and Patch Management

Implement Network Infrastructure discovery, baselining and analysis, and Architecture design solution that respond most effective to business and organization needs. Network Installation, implementation and Operational supports 

Full understanding of operating systems and functional requirements with platform expertise gained through extensive study of complex networks on the protocol level and provides our clients with superior performance, redundancy and full availability for their network user community.

Develop technical architecture standards. Primary source of technical and strategic expertise for sales and account executives. New technologies and Network Security best practices presentations to our clients. Skilled in LAN/WAN design and implementation, internetworked multiple protocols and operating systems. Manage automated application deployment and system customization. 

Clients:

Duanne Reade, Leake & Watts, Chase Bank, HSBC, Provident Bank, Smith & Wollensky, Taro Pharmaceutical, Sheridan Schools, CT, Touchstone HealthCare, Dress Barn, March of Dimes, Town of Branford, Connecticut State University, Central Connecticut State University,Western Connecticut State University, PDI Inc., Network Insurance Programs (NIP),Metroplex, Builders Group, Mortgage Lenders - CT, Bayonne Medical Center, Colliers Group, Manhattan School of Music, Haven Healthcare, Distinguished Programs, Harper Collins Publishers, FlagHouse, Mortgage Lenders, Miller Motors -CT,  Nidera-CH, P. and O. Ports, Haven Health Care, CT, QPC, Jamaica- NY, Hennes & Mauritz, NJ

GoAmerica Wireless Communication



03/00-05/03

Senior Security/Network Engineer

Establishes and executes policies and procedures for authorizing access. Establishes and 

maintains security policies and procedures that address risks introduced by new technologies, platform and products. Directly responsible for Network design, access methods and implementation for a Network for over 250,000 wireless internet subscribers. Firewall installation and configuration including high-availability features and IPSec implementations with several vendor equipment (Nokia IP650 & 630, Checkpoint, Netscreen, Cisco Pix and Router, Ayaya). Continually updating security issues, attack methology and intrusion detection practices. IPSec VPN implementation with enterprise clients (Rogers, AT&T, Canada, Avaya, Motorola, Pfizer, Chevron, Information and others).VPN Client configuration on wireless devices (Blackberry, Palm and RIM).Document all security policies, incidents, problem resolutions and design plan and operation procedures. Implement VPN solution using NetGear Cable/DSL Prosafe VPN Firewall model FV318, Cisco Router and Cisco Aironet 350/1200 series wireless access point. Design and implement over 600 redundant L2TP tunnels with Metricom wireless access points using Redback SMS 1800 routers. Implement authentication methods for our subscribers using Radius server, Tacacs+ and LDAP servers with CA. Configure Client VPN with Checkpoint SecureRemote/SecureClient, Avaya vsu gateway, Netscreen remote security client, Cisco VPN concentrator with RSA secure ID, and U.areU.Pro fingerprint security system.

Multi-homed redundant internet connectivity design and implementation utilizing BGP peering with redundant multiple T3s and T1s on Cisco 1200, 7500, 7200, and 3600 series router. OSPF interior routing implementation on 802.1q VLAN infrastructure with multiple vendor equipment (Cisco, Foundry)

Design and Built GoAmerica Data Center in NY and NJ with full redundancy. Implement data storage network with full business continuity, data availability and disaster recovery plan using EMC-SRDF and network appliance solution.

Design and implement WLAN solution and access method. Interface with Telecommunications Providers, (UUnet, Sprint, Digex, AT&T, Internap, and Cogent) and wireless network operators (Cingular, Motient, Metricom, BAM and Voice Stream Networks) for data and voice circuits, turning on routing, troubleshooting and integration

Design and implement server redundancy with Foundry L3-L7 load balancing switches

Design and implement voice over IP, voice over frame-relay, IPTV and Cisco content delivery with Cisco and Avaya products.

Implement Network performance, Baseline with Net detector, Net x-ray sniffer Pro, WAN Pro and Net VCR

Responsible and accountable for multi-million dollar Project Management. Lead and Provide technical documentation on Security issues, Network, system performance and evaluation

Supervise a team of five member security and network engineers in the administration of Cisco router & switches, Foundry switches, Redbacks, Nokia/Checkpoint/netscreen/PIX firewalls, intrusion detection systems, Avaya voice solution and WLAN devices, VPN Cisco concentrators and Avaya client solution

IDS system ( Real secure, NFR and Snort with front-ends: Puresecure, prelude and acid)

North Fork Bank






10/99—03/00

Sr. Security/Network Engineer

Penetration testing and Network access best practices. Developed Security policies, standards and

procedures. Evaluate the overall network security, system performance and assessment reports.

Independence Community Bank




11/98—11/99

Sr. Network Admin /Level II Support

Designed and implemented security to protect the network services-utilizing Checkpoint firewall-1, Tripwire, Red Secure, Bind View, Web Trends, VeriSign, Axent, Trend Mirco, as a suite of products for total Network Security, including access control, data encryption and data backup elements.

Performed penetration tests to verify network security/performance evaluation and worked with outside vendors to further secure site. Migration of a 60-site to frame-relay with redundancy features including migration from legacy routing protocols (RIP) to modern routing protocols (EIGRP) and integration of VPNs using Cisco PIX. Ciscoworks 2000 installation and configuration. Design and implement internet applications (DNS), FTP, Secure Shell). Designed and implemented security policy, VPN and managed the Firewalls

Implemented Network Performance Baseline using HP Openview, Bay networks Optivity, Landcoder 32 and Net x-ray sniffers. Monitored over 600 frame-relay circuits with Kentrox CSU/DSU frame vision on daily basis and Create weekly/monthly bandwidth utilization reports for the CTO. Designed and implemented ISDN dial back up for the WAN connections with Dialer profiles on Cisco Routers. DLSW+ and ATM configurations

Multi-platform LAN/WAN support, Novell, Windows NT on both Ethernet and Token  Ring environment. Coordinated Modem pool installations providing remote access for 200 remote financial advisors. Provide support for Microsoft exchange server 5.5, 11S and SQL server running on Compaq proliant  servers hardware platform configured with fail-over and load balancing. Member of window 95 development/migration team. Member of Y2K development and Hardware/Software testing.

Internet Computer Technologies




06/97—11/98

Network/Security Administrator

Responsible for the department’s strategic economical objectives through staffing and advising executive management. Cisco Pix firewall installation and configuration, including high availability features and IP/Sec VPN implementation. Shiva dialin/dialout servers and Cheyenne ARC serve backups. Cisco catalyst switches Network Design and implementation, including trunking, channeling, virtual LANs and high-availability features for networks of over 2000 nodes. Integration of Novell Netware 4.11 file and print servers, IBM RS/600 Oracle database servers, mainframe gateways, Microsoft exchange, Cisco routers, and switches. Network performance monitoring and analysis using RMON Policy based routing, quality of service, Redundancy and load balancing over WAN and utilization measurement. Pre and Post sales engineering, preparing presentation and proposals. Create reports and project plans for clients. Manage team of one to three network administrators.

Oguns Computer Services




             01/94—05/97

Site Support/Administrator

Established back up support with external support providers as a contingency. Provide hardware and software troubleshooting.  Planned and implemented remote sites hardware and software upgrade, back office connectivity support and desktop/level 1 support to end users.

Education/Certification

Certified Information System Security Professional (CISSP)

CCIE Candidate (Routing &Switching, Security) 

Certified Checkpoint System Engineer (CSSE)

Certified Checkpoint System Administrator (CCSA)

New York University, N.Y, N.Y.

Certificate in Internet Technologies (NYU)

Network Management with Optivity 7.X Windows

Microsoft Certified System Engineer (MCSE)

Microsoft Certified Professional (MCP+I)

Cisco Certified Network Associate (CCNA)

Cisco Certified Network Professional (CCNP)

A+ Certified

BS Mechanical Engineering

Reference: Available upon request.

