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Summary

· Awarded 5 military commendations and three gold coin medals over 51/2 year period for exceptional work.

· Solid experience designing, implementing, and supporting high-bandwidth enterprise Microsoft networks 100% uptime 6 years+

· Enterprise level system and perimeter security experience in a secured military environment.

· Managerial and Team Leader  skills in large security environment, 

· Deployed PIX Firewall, Intrusion Detection, defensive countermeasures, and  forensic analysis

· Multiple certifications: MCSE, MCSA, MCT, MCP, SUN Solaris Administrator, Cisco CCNA, Trip Wire Network Forensics, International Certified “Ethical” Hacker 

Professional Experience

ER Solutions New York City 

Lead System Security Administrator 12.02 – Present
· Implement security newsletter, of “security tips” and step by step “how to’s” for employees, and to bring to light, common “human” information security vulnerabilities. Review client’s in-house web based, and network projects for adverse impacts on security and act as liaison between security group and the in house developer’s group.

· Conduct random remote security audits on employee workstations, servers, Cisco routers, and Cisco pix firewalls, looking for weak passwords, excessive shares, duplicated administrator passwords, auditing, script exploits, redundant or ineffective policies missing critical updates, or service packs.

· Will review all system, logs, audit trail logs, for missing entries, inconsistent dates.

· Provide data risk assessment of assets implement layered defenses and countermeasures to counter any attempted breach from outside, or inside networks, as well as internal roaming  laptops.

· Regularly monitors the newsgroups, and Microsoft’s site for existing security threats critical updates, patches, know vulnerabilities.

· Conduct penetration testing on network’s entry points to determine vulnerability level, using the latest hacking tools.

· Implement Trip Wire Forensics on web servers, to detect any unauthorized breach attempts, or tampering from within the network, or from outside, and will investigate the trail to the origination of the attempt. 

· Make recommendations and extensively document the security planning, scheduling of security meetings and policies

· Implements Active Directory in a Windows 2000 Advanced Server environment to control software license’s by publish software to directly to user’s roaming profiles, or to groups. 

· Implement and “pushed out” Active Directory “after hours” and “work hours” security policies to employee workstations.

United States Army Corps of Engineers, North Atlantic Division New York

Technical Consultant 3.97 – 12.02 (Network Administrator)
· Served as system security administrator responsible for designing, building, and overseeing the support an offsite secured heterogeneous Microsoft/UNIX/Macintosh/Linux network.

· Setup PKI, encryption;  user’s pgp fingerprints, and implement Intrusion Detection Server.

· Conducted penetration testing (ethical hacking) attacks on and army.firststrike.net Supported RIS, Secured FTP, Secured Web, Proxy and Accelerated Forward and Reverse Cache services servers.

· Responded to all network incidents, such as internal breach and recreational hacking attempts by employees on the internal network.

· Setup and maintained http://army.firststrike.net web site used to provide real-time information on the U.S. Army's Corps of Engineer's efforts related to the World Trade Center disaster and re-engineering.  Site receives 5000+ unique visitors/day and enables secure file transfer.

· Evaluate software hardware, write cost / benefit analysis, security scheduling, attend Cisco, Checkpoint, as well as DEFcon conferences.

· Secure the Cisco IOS, configure new Cisco catalyst 1900 switch with server load balancing

· Implement Cisco Pix 501E into the first strike network, setup IDS attack signatures, responsible for maintaining Cisco Open Tool  & TAC response

· Defeated hundreds of attacks, by developing and implementing security Intrusion Detection countermeasures, like reverse “hack back” techniques.

Technical Skills 
· Platforms: Microsoft .NET infrastructure technologies Macintosh TCP/IP Mac OS-X Integrated Networking with Win 2000 .Net Networks. SUN Microsystems Solaris 8 & 9 and linux red hat 8

· Application Servers: Cold Fusion, Real Media, Windows Media, ISA Server Intrusion Detection, Exchange Server, Advanced Server, Data Server, and Proxy Server

· Networking services, protocols, and topologies: DHCP, DNS, WINS, TCP/IP, SNMP, Sockets, HTTP, FTP, LDAP, SSL, TCP/IP, VPN, QoS

· Enterprise Networking Skills: Design Active Directory Services & Implement & Maintain Secured Multi-platform, Multi-Protocol Networks, Cisco Pix 501E, Cisco Catalyst 1900 Switch, Cisco 7000 router

· Operating Systems: Sun Solaris, Windows NT/2000/ Linux 8 Red Hat, Mac Client/Server integrated into Microsoft .NET networks

· Intrusion Detection: GFI for Internet Acceleration & Security Server, Firewalls, Forward & Reverse Cache Servers, Implement Policy Based Site & Content Rules, Bandwidth Control,   Digi-safe A1000 encrypted (network appliance supports 3DES encryption) Cisco PIX Firewall, Cisco IDS, MS Secure & Accelerated Server (with Proxy and Forward & Reverse cache services)

· Forensic Software: Trip Wire, Forensics Duplicator, Cops, Network Sniffers, Port Scanners, GFI, Coroner’s Toolkit (complete toolkit for post mortem analysis) Data Seizure, Duplication and Preservation of evidence.

· White Hat & Penetration Skills: Military trained in white hat techniques to test and document network entry points for weakness and vulnerabilities; to provide a layered defensive strategy to counter the network attacks from both external and internal. 

Education

· School of Visual Arts MFA

· Master's Degree in Computer Graphics, 1988

· School of Visual Arts BFA

· Bachelor’s Degree in Graphic Design, 1986

Professional Training

· MCSE Track 

· MCSA Track

· MCT Track

· Symbolics 3D Modeling and Paint animation

· Sun Education

· Oracle Education: SQL/SQL+

· Allaire: ColdFusion

· Avid: Media Composer; Advanced Digital Video Editing & Special Effects

· Symbolics: Common LISP Artificial Intelligence programming; Advanced 3D Geometry Modeling

· Network Security: Defensive Countermeasures

· Exchange server, ISA Firewall & Proxy Server, Forward & Reverse Caching Server

· Cisco CCNA track

· Cisco CSPFA firewall  track

· Cisco CSSP security systems track
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