Resume of Candidate # 013

Note: To receive this Networking Professional’s full resume with the personal information, please mailto:john@tcytech.com

	Objective
	Seeking a challenging position as a network security specialist.      

	Hardware
	Cisco routers 2503, 2511, 2501, 2514, 2505, 2610, 2611, 3620, 3640, 3725, 4500, AS5200, 7507, 7513,Cisco Arrowpoint, Catalyst switches 2900, 3500, 5000, 5500 and 6509, BigIron Foundry 8000, Nortel ATM switches, Nokia IP 650, PIX 520, 515, 525, 535, Cisco IDS, Sun severs and workstations including E250, E450s SPARC20s, HP Unix Vectra, Compaq Proliant NT 4.0 and 2000 servers and workstations, DSL modems and 3COM hubs, Fluke meters, and cable testers.

	                                     
	Cisco works 2000, HP Openview, Snifferpro, General Sniffer, Cisco IOS 11.0 – 12.x, Catalyst OS 4.5 – 6.5, PIX OS 4.3 – 6.3,Cisco Secure ACS 2.3 – 3.0, Cisco IDS 2.2.1, CSPM, VPN client 1.1, OS – NT 4.0, 2000 Advanced Server and Professional, Checkpoint NG, Solaris 9, and Linux. Applications – Visio 5.0, MS Office, Snort, Cisco scanner, MAIL Sweeper 4.2, MS Exchange 2000, IIS,  Languages – Perl and C++.

	Protocols
	TCP/IP, RIP, IGRP, EIGRP, OSPF, BGP, IPSEC, SSH, SSL, TFTP, FTP, SMTP, DNS, NTP, LDAP, Active Directory, Kerberos, L2F, L2TP, PPP, Frame Relay, ATM, Sonet, Fast/Gig Ethernet, HSRP, Token Ring, ISDN, AAA, TACACS+, and RADIUS, DES, 3DES, AES, and MD5.  

	Professional experience
	Vwin Technologies                                                           New York, NY

Security Consultant                                    January 2003 to April 2003

· Maintained, configured and performed system backup and administration of Baltimore technologies SMTP mail sweeper version 4.3 on Windows 2000 Advanced Server.

· Manipulated SMTP thresholds to allow incorrectly blocked mail to reach recipients on inside network. 

· Performed IOS upgrade of dual Cisco PIX 525 to version 6.3 and tested failover redundancy for Internet access.

· Performed 3DES license configuration on PIX 525 firewall including NAT and IPSEC tunnel termination.

· Tested NAT resolution on Cisco 3575 series routers to IBM AS400 using RFC 1918 address range over a hub and spoke Frame Relay cloud connecting 5 remote branch offices using fractional T1.

· Assisted in designing and implementing VLAN and IP addressing scheme for over 800 end users in multiple departments and floors.

· Performed stress and penetration testing of entire perimeter network scanning for vulnerabilities and weaknesses using advanced port scanning tools and Sniffer 4.7 to analyze network traffic.

· Configured IPSEC VPN tunnels between PIX and other non-Cisco endpoint devices using IKE preshared keys, 3DES and MD5 algorithm in ESP tunnel mode.

· Installed and configured Snort open source IDS to detect network attacks signatures, and log them to MySQL server.

TCY Technologies                                                             New York, NY

Security Consultant                                        October 2001 to Present

·  Performed configuration of IPSEC on Cisco PIX 525 series firewalls and 2600 series routers.

· Implemented and configured Cisco VPN concentrators including 3005, 3030, 3060, and 3080.

· Installed IDS Cisco sensors to examine signatures and monitor for specific attack signatures using Cisco CSPM policy manager.

· Configured authentication of routing protocols like OSPF, EIGRP, and BGP using MD5 hash encryption.

· Performed redistribution of OSPF and RIP version 1 and 2 to enable communication with backbone, analyzed network traffic with Sniffer Pro 4.7.

· Prevented TCP flood attacks with access-lists designed with ICMP rate limiting and TCP intercept on Cisco perimeter firewalls.

· Configured CBAC to prevent IP Spoof attacks on perimeter routers.

· Applied both in bound and outbound access-lists on PIX firewalls as well as static, conduit statements and created NAT pools for private IP addresses.

· Installed and configured Microsoft Exchange server 2000 including email routing and setup, security parameters, monitoring and maintenance. 

 Instinet                                                                       New York, NY 

 Network  Engineer                                           October 2000 to September 2001

· Installed and supported PIX 520, 525, 535 series firewalls and Cisco IDS blades, configured standard and extended access-lists and policy-based filters.

· Utilize network management software to detect problems with HP Openview, Incharge, CiscoWorks2000 and QIP.

· Performed stress testing of Nokia IP 650 and SunSPARC20 firewalls on a prototype network as part of a network security design and implementation project for Fixed Income.

· Configured basic PIX outbound access configuration for access control, NAT and PAT, IPSEC encryption, and security levels for inside network, outside network and DMZ.

· Installed Cisco switch probes for network management utilizing SNMP, RMON and HP Openview to monitor router interfaces for alarms, organized QIP database for IP address allocation and management.

· Maintained numerous Cisco routers and Catalyst switches including 1600s, 2500s, 3620s, 3640s, 4000s, 7507s, and 7513 series routers also 1900s, 2900s 5500s, 5505s, and 6509s Catalyst switches.

· Upgraded Catalyst OS images on 5505s from 4.5 to 6.5 for a multicast implementation project using TFTP, installed Supervisor 3 engine modules, Fast Ethernet, and RSMs for layer 3 switching on 5505s.

· Worked with Cisco engineers testing 6509s and BIG Iron 8000 switches.

· Implemented and Configured a 3640 for reverse Telnet connections, installed async cards and octopus cables as well as terminal emulation program on workstations and servers.

· Performed advanced troubleshooting on ISDN connections on 2500 series routers at the access layer using Debug commands to resolve issues with CHAP and SPIDs.

· Effectively utilized troubleshooting tools like Fluke meters for patch panels and CAT5, crimp tools, RS232 and V.35 breakout boxes, ISDN SPID test set, and Dolce network analyzer for monitoring network utilization levels on Ethernet segments.

· Performed hardware upgrades on 7507s and 7513s including VIP, RSP, HSSI, FSSI and Fast Ethernet module configuration and installation in core layer routing redistribution project running OSPF, BGP, and EIGRP.

· Adjusted misconfigured port duplex settings, VLAN troubleshooting and configuration, as well as analysis of spanning-tree timers, worked with protocols like VTP, ISL, HSRP, on Catalyst 5500s, 5505s and 6509s.

· Installed Nokia IP 650 checkpoint firewalls and configured VPN with IPSEC encryption on Cisco PIX 520 and 525 firewalls.

· Worked with Instinet VPs and engineers on numerous projects simultaneously, documented and researched processes and hardware. 

Viasource Communications                                                     New York, NY

WAN field engineer                                    August 1999 to September 2000

· Install, configure, and troubleshoot DSL routers, bridges, and PIX firewalls including: Netopia R7100s, and 3100 SDSL and IDSL routers, Flowpoint, Xpeed, 3COM and Lucent DSL pipes for Cisco 2500s and 525s, 535s PIX firewalls in large enterprises.
· Configured WAN protocols like ATM and Frame Relay on Lucent and Nortel PBXs, DLCI mapping and troubleshooting, assisted in troubleshooting and building PVCs with several ISPs.
· Utilized HP Openview and CiscoWorks network management software to monitor and detect problems.
· Performed tests on gateways and firewalls using ping, and tracert to troubleshoot packet loss and connectivity issues, and NAT translation.
· CAT5 cable installation for T1 circuits, 200 ft plus cable runs, line testing and synchronization as well as analyzing existing cable layout. 
· Worked with RJ21x, 66, and 110 blocks, inside wire tracing and troubleshooting with tools like toners, probes, and Butt Sets, tested Frame Relay circuits for noise quality and Functionality.
· Worked with ILECS and CLECS like Verizon and Norhtpoint, implementing high-speed broadband and security solutions for companies like Standard & Poors, Goldman Sachs and Merrill Lynch. 


	Education
	                                                           



	Certification
	A+, CCNA 2.0, CCNP, CCSP on track to CCIE Security.

















TCI Technical Institute                                                     New York, NY


Electronic Engineering                                                             December 1998 


Baruch College                                                                 New York, NY


Microcomputer Technology                                                        February 1999


Tristone Technologies                                                             New York, NY


MCSE+ IIS and A +                                                                  November 1999


TCY Technologies                                                                    New York, NY


CCNA, CCNP, CCSP and CCIE Security           August 2000 to present             
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